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Abstract. The analysis of sequential data is a prominent research topic, e. g., for
investigating actions, events or log entries. This demonstration paper presents an
integrated approach for anomaly analytics in an industrial production scenario.
Based on first-order Markov chain models, we analyse sequential trails relative
to specific hypotheses in an industrial application context. We summarize the
applied method and present its implementation in a data analytics process.
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Introduction

In many industrial areas, production facilities have reached a high level of automation.
Here, knowledge about the respective processes is crucial, e. g., targeting the topological
structure of a plant, sequences of operator notifications (alarms), and unexpected (critical) situations. Then, the analysis of (exceptional) sequential patterns is an important
task for obtaining insights into the process and for modelling predictive applications.
Context. The BMBF funded research project “Early detection and decision support for critical situations in production environments”3 (short FEE) aims at detecting
critical situations in production environments as early as possible and to support the
facility operator in handling these situations, e. g., [9]. In abnormal situations, typically
such a large number of notifications is generated, that it often cannot be physically assessed by the operator [31]. Therefore, appropriate abstractions and analytics methods
are necessary in order to adapt and to change from a reactive to a proactive behaviour.
The consortium of the FEE project consists of several partners also including application partners from the chemical industry. These partners provide the use cases for the
project and background knowledge about the production process which is important for
designing suitable analytical methods.
Objectives. This paper presents sequential modelling and anomaly analytics in an
industrial application context. We present the implementation of a comprehensive modelling approach for comparing hypotheses with observed “reference” sequential patterns, based on methods for modelling and comparing networks and transition matrices, in particular the H YP G RAPHS [12] and DASHTrails approaches [11]. Then, we
aim to identify deviating (abnormal/anomalous) and conforming (normal) hypotheses.
Implemented as a new RapidMiner operator and embedded in an analytical process, we
demonstrate the application (cf., Section 4) of the proposed approach.
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Related Work

The investigation of sequential patterns and sequential trails are interesting and challenging tasks in data mining and network science, in particular in graph mining and social network analysis, e. g., [4,7]. A general view on modeling and mining of ubiquitous
and social multi-relational data is given in [5] focusing on social interaction networks.
Here, dynamics and evolution of contacts patterns [8,16,20], for example, and their underlying mechanisms, e. g., [23] are analyzed. However, the analysis in these contexts
focuses on aggregated sequential data. Navigational patterns, as sequential (link) patterns in online systems, have been analysed and modelled, e. g., in [25, 29]. In contrast
to that, our approach focuses on modelling and comparing sequential patterns (hypothesis) in a graph-based network representation.
For comparing hypotheses and sequential trails, the HypTrails [28] algorithm has
been proposed. In [11] we have presented the DASHTrails approach that incorporates
probability distributions for deriving transitions utilizing HypTrails. Based on that,
the H YP G RAPHS framework [12] provides a more general modeling approach. Using general weight-attributed network representations, we can infer transition matrices
as graph interpretations, while H YP G RAPHS consequently also relies on first-order
Markov chain modeling [19, 29] and Bayesian inference [29, 30].
Sequential pattern analysis has also been performed in the context of alarm management systems, where sequences are represented by the order of alarm notifications.
Folmer et al. [14] proposed an algorithm for discovering temporal alarm dependencies
based on conditional probabilities in an adjustable time window. To reduce the number of alarms in alarm floods Abele et al. [2] performed root cause analysis with a
Bayesian network approach and compared different methods for learning the network
probabilities. Vogel-Heuser et al. [31] proposed a pattern-based algorithm for identifying causal dependencies in the alarm logs, which can be used to aggregate alarm
information and therefore reduce the load of information for the operator. In contrast to
those approaches, the proposed approach is not only about detecting sequential patterns.
We provide a systematic approach for the analysis of (derived) sequential transition
matrices and its comparison relative to a set of hypotheses. Thus, similar to evidence
networks in the context of social networks, e. g., [22], we model transitions assuming
a certain interpretation of the data towards a sequential representation. Then, we can
identify important influence factors
Process Mining [1] aims at the discovery of business process related events in a
sequence log. The assumption is that event logs contain fingerprints of a business process, which can be identified by sequence analysis. One task of process mining is conformance checking [24, 27] which has been introduced to check the matching of an
existing business process model with the a segmentation of the log entries. Compared
to these approaches, we do not use any apriori knowledge about business processes to
create our hypothesis. Furthermore, our hypothesis do not necessarily need to conform
with an existing business process.
There are different definitions of an anomaly. According to the classical definition
of [15], “an outlier is an observation that differs so much from other observations as
to arouse suspicion that it was generated by a different mechanism”. Then, interesting,
important or exceptional groups [3, 26] can be identified. In contrast to approaches for

anomaly detection that only provide a classification of anomalous and normal events,
we can assess different anomaly hypotheses: Applying the proposed approach, we can
then generate an anomaly indicator – as a potential kind of second opinion method for
assessing the state of a production plant that can help for indicating explanations and
traces of unusual alarm sequences in the plant. Furthermore, using the network representation, we can analyze anomalous episodes relative to structural (plant topology) as
well as dynamic (alarm sequence) episodes.
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Method

Our application context is given by (abstracted) alarm sequences in industrial production plants in an Industry 4.0 context, cf., [31]. Specifically, we consider the analysis
of the plant topology and anomaly detection in alarm logs. We formulate the “reference behaviour” collecting normal episodes as sequences of normal situations, which
is typically observed for long running processes, and can also be simply validated by
a domain expert or notes from the operator journals. Then, we compare episodes of
alarm sequences (formulated as hypotheses) in order to detect deviations, i. e., abnormal episodes, and conforming ones corresponding to the “normal behaviour”. We map
these sequences to transitions between functional units of an industrial plant, applying the modeling approach described below. The results can both be used for anomaly
analytics as well as for diagnostics, by inspecting the transitions in detail.
3.1

Overview

Following [11, 12], we model transition matrices given a probability distribution of
certain states. We assume a discrete set of such states Ω corresponding to the nodes of a
network (without loss of generality Ω = {1, . . . , n}, n ∈ N, |Ω| = n). For modelling,
we consider a sequential interpretation (according to the first-order Markov property)
of the original data with respect to the obtained transition probabilities (Markov chain).
As shown in Figure 1, we perform three steps, discussed below in more detail:
1. Modeling: Determine a transition model given the respective weighted network using a transition modeling function τ : Ω × Ω → R . Transitions between sequential
states i, j ∈ Ω are captured by the elements mij of the transition matrix M , i. e.,
mij = τ (i, j) . Then, we collect sequential transition matrices for the given network (data) and hypotheses.
2. Estimation: Apply HypTrails, cf., [28] on the given data transition matrix and the
respective hypotheses, and return the resulting evidence.
3. Analysis: Present the results for semi-automatic introspection and analysis, e. g., by
visualizing the network as a heatmap or characteristic sequence of nodes.
Thus, using τ , we can model (derived) transition matrices corresponding to the
observed data, e. g., given frequencies of alarms on measurement points, as well as
hypotheses on sequences of alarms. For data transition matrices, we need to map the
transitions into derived counts in relation to the data; for hypotheses we provide (normalized) transition probabilities. As a simple transformation for normalization, we can,
e. g., directly convert the weighted network using the defined transition modeling function (i.e., we convert the obtained values to probabilities by row-normalization).
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Fig. 1. Overview on the H YP G RAPHS modeling and analysis process, cf., [12] for more details.

3.2

Modeling

For explicitly observed sequences we can simply construct transition matrices counting
the transitions between the individual states, e. g., corresponding to the set of alarms
(or according abstractions for aggregating sets of alarms). Then, τ (i, j) = |suc(i, j)| ,
where suc(i, j) denotes the successive sequences from state i to state j contained in the
sequence. For a derived data matrix, e. g., given by calculating similarities between log
entries, we typically normalize the obtained transition values. In the (general) continuous case, for example, this can be achieved by a suitable transformation on the values,
e. g., simply dividing by the minimum value, or by interpreting the obtained values according to some prior distribution, e. g., to the static distribution on the (static) network
(for more complex processing see [11]).
For assessing a set of hypotheses that consider different transition probabilities
between the respective states, we apply the core Bayesian estimation step of HypTrails [28] for comparing a set of hypotheses representing beliefs about transitions between states. In summary, we utilize Bayesian inference on a first-order Markov chain
model. As an input, we provide a (data) matrix, containing the transitional information
(frequencies) of transition between the respective states, according to the (observed)
data. In addition, we utilize a set of hypotheses given by (row-normalized) stochastic
matrices, modelling the given hypotheses. The estimation method outputs an evidence
value, for each hypothesis, that can be used for ranking. Also, using the evidence values,
we can compare the hypotheses in terms of their significance. We refer to [11, 12, 28]
for more details on modelling and inference, respectively.
As an alternative, we can apply the quadratic assignment procedure [18] (QAP) as a
frequentist approach for comparing network structures. For comparing two graphs G1
and G2 , it estimates the correlation of the respective adjacency matrices [18] and tests
a given graph level statistic, e. g., the graph covariance, against a QAP null hypothesis.
QAP compares the observed graph correlation of (G1 , G2 ) to the distribution of the
respective resulting correlation scores obtained on repeated random row and column
permutations of the adjacency matrix of G2 . As a result, we obtain a correlation value
and a statistical significance level according to the randomized distribution scores.
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Process Model & Implementation

In the case of the FEE project and large-scale application in production, a distributed
storage and computation system can handle the requirements of evaluating several years
of production data. The RapidMiner [21] platform, e. g., offers with Radoop a simple
integration to Hadoop systems and is able to build preprocessing and analytical processes on a local machine and transfers them to a big data environment. It is also Open
Source and its functionality can be extended with self written code.
Overall, in the context of the FEE project our goal is to build a two layered computation architecture. Long running and computational expensive processes will run
in the Hadoop infrastructure and either the prepared data or the final models, in this
case the set of transition matrices, can be applied on a local machine. By running the
computation on Spark/MapReduce [13], for example, and orchestrating the data with
RapidMiner, the deployment process is speed up even further. Also the results can easily be visualized for the process engineer, for example as a heatmap of anomaly scores
and be embedded in a dashboard, cf., Figure 2.

Fig. 2. RapidMiner Server Dashboard: By adjusting the parameter k we can tune our belief in the
hypotheses, cf., [11]. Then, the resulting evidence values (depending on the parameter k, x-axis)
allows for a ranking of these compared to the data and to a randomized hypothesis (null model).

For the process we can load the data from local storage, but chunks of the live data
can easily be accessed with a database query. Figure 3 shows examples of sequential
(abnormal and normal) transitions in a network visualization. Such a visualization can
be used for data exploration or be embedded into the dashboard discussed above.

Fig. 3. Examples of transition network visualizations: Anomaly (left) vs. normal state (right). The
nodes of the network denote aggregations of different alarm sources, where the size of a node
denotes the shares of outgoing alarm notifications, and an edges denotes at least one transition
(without self loops). These can also be filtered according to subsets of functional plant units. The
figure shows such a case, where normal and abnormal situations show different characteristics
and can be clearly distinguished.

Starting with process data from a streaming data source (or also historic data, e. g.,
as flat files) Figure 4 illustrates the inner loop of the data flow in the RapidMiner process. The calculated evidence values are collected in a table for further processing, for
example in an interactive dashboard as shown in Figure 2. In the industrial context
such a dashboard can be used as a standalone tool for analysing the production process
online, or for evaluating historic data in order to optimize the process offline.

Fig. 4. Exemplary RapidMiner Process

Thus, a predefined RapidMiner process can simply be started by an engineer in
order to get feedback of the current production state that can then be easily interpreted
by the dashboard visualization.

5

Conclusions

This paper presented a sequential modelling and anomaly analytics approach in an industrial application context. Based on first order Markov chain models and methods for
modelling and comparing networks and transition matrices [11, 12, 28], we sketched an
approach for comparing hypotheses with observed “reference” sequential patterns. In
that way, we can identify deviating (abnormal) and conforming (normal) hypotheses,
in order to support anomaly analytics and diagnostics. Finally, we demonstrated the
application of the proposed approach implemented as a RapidMiner operator.
For future work, we aim at extending the visualization options in order to support
further introspective analytics options. For enabling (semi-automatic) techniques for
detecting exceptional sequential trails and patterns, e. g., [6, 10], the according adaptation and extension of the presented approach in order to enable integrated anomaly
detection and analysis seems promising. Furthermore, the development of comprehensive Big Data software architectures for plant operator support, e. g., [17] is another
interesting direction for future research.
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