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Abstract. Conceptual Information Systems are based on a formaliza-
tion of the concept of ‘concept’ as it is discussed in traditional philo-
sophical logic. This formalization supports a human-centered approach
to the development of Information Systems. We discuss this approach by
means of an implemented Conceptual Information System for supporting
IT security management in companies and organizations.
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1 Conceptual Information Systems

Information Systems are understood as systems for input, storage, association,
processing, analysis, retrieval, and output of information which are designed by
organic, technical and organisational principles to support learning and com-
munication processes. Most information systems have the purpose to assist hu-
man beings in creating knowledge. Since human knowledge heavily depends on
common sense, preknowledge, context and culture, the development of those
systems should not only follow a technical understanding of information and
knowledge, but also a human-related understanding including meanings, inter-
pretations, purposes etc. Ron Brachman and others have therefore advocated a
human-centered approach that supports asking, exploring, analyzing, interpret-
ing, and learning in interaction with the information system (cf. [5], [4]). Their
claims have been stated as system requirements listed in [25] which we recall
with minor modifications:



1. An information system should represent and present to the user the under-
lying domain in a natural and appropriate fashion. Objects from the domain
should be easily incorporated into queries.

2. The domain representation should be extendible by addition of new cate-
gories formed from queries; these categories (and their representative indi-
viduals) must be usable in subsequent queries.

3. It should be easy to form tentative segmentations of data, to investigate the
segments, and to re-segment quickly and easily; there should be a powerful
repertoire of viewing and analysis methods, and these methods should be
applicable to segments.

4. Users should be supported in recognizing and abstracting common analysis
(segmenting and viewing) patterns; it must be easy to apply and modify
these patterns.

5. There should be facilities for monitoring changes in classes or categories over
time.

6. An information system should increase the transparency of the processes of
analysis and retrieval and should document their different stages.

7. Analysis and retrieval tools should take advantage of explicitly represented
background knowledge of domain experts, but should also activate the im-
plicit knowledge of experts.

8. An information system should allow highly flexible processes of analysis and
retrieval respecting the open and procedural nature of productive human
thinking; this means in particular to support intersubjective communication
and argumentation.

For fulfilling the listed requirements for a human-centered development of in-
formation systems, it is promotive to base the formal representation of human
knowledge on a broad understanding of knowledge. According to the traditional
philosophical logic, knowledge is grounded on the formation of concepts from
which humans form their judgments (cf. [30]). Thus, concepts are essential for
the creation and representation of knowledge. For human-centered developments
of information systems, we therefore suggest to use a formalization of the philo-
sophical understanding of concepts for the formal representation and presenta-
tion of knowledge; such a formalization is performed in Formal Concept Analysis
[7]. We name human-centered information systems developed on the basis of For-
mal Concept Analysis “Conceptual Information Systems’. In the following we
discuss the conception of “Conceptual Information Systems” through an exam-
ple of such system that has been developed to support the security management
of information technology [2].

2 IT-Security Management

The task of Information Technology (IT) is to assure the availability, confiden-
tiality, and integrity of the data of an organization. In the past few years the
main focus has been on the availability. With an increasing exchange of data via



local and public networks the protection of the data against loss of confidential-
ity and integrity has become a major issue. Reports on damages indicate that
it is not sufficient to react on damages once they appear. The management of
companies and public organizations needs a systematic support for an effective
risk management, such that one can recognize threats well in advance and can
prevent them by appropriate safeguards.

The past has shown that individual risk analysis is very costly and often
results are not in a reasonable relation to the timely and financial expenses.
Furthermore, a major part of the resulting safeguards is independent of the or-
ganization, for instance the protection of server or PCs by passwords. A solution
is to codify the safeguards which are independent from the individual organiza-
tion in an IT security management catalogue. Then only the particular aspects
of an organization have to undergo an individual risk analysis. The implementa-
tion of this IT security catalogue provides an adequate security level for systems
with medium-level protection requirements.

For a continuously high security level it is not sufficient to implement a one-
time security concept. It is necessary to create processes assuring the continuous
interplay of requirement analysis, realisation, and control. The requirement anal-
ysis determines the needed security level. It depends on the potential damage
and on the value of the objects to be protected. In IT this means before all the
value of the processed data. This value is determined by the used IT resource,
the IT process, and the organizational unit which applies the IT resource in
the particular IT process. For these IT units, the needed level of protection is
determined in the requirement analysis. An example for an IT unit is the com-
bination of the IT resource ‘mailing system’, the IT process ‘operation’, and the
organizational unit ‘data processing center’.

One of the most important tasks of IT security management is the realisation
of the conception, i.e., the assignment of the requirements of the IT security cat-
alogue to the organizational units, as well as the derivation of concrete directives
and checklists for the organizational units from the requirements. An important
success factor of this task is a high acceptance of the directives by the involved
organizational units. This means primarily a suitable structuring with regard to
the organizational units:

— Comparable matters of fact should result in comparable requirements (e. g.,
virus protection for PCs).

— Each IT unit should have assigned to only its specific requirements, since
the implementation of the whole catalogue without taking into account the
specific security level needed is rarely reasonable. For instance, PCs in the
management underly other requirements than PCs in the R&D department.

— Requirements should be ordered by priority. For instance, the protection
against breakdown of PCs is more important in production than in marketing
departments.

A regular verification of the obtained security level is a core part of IT security
management. This includes surveying the application of the directives as well as
their adaption to changing requirements or structures.



Requirements to an IT security management tool

Due to the large amount of combinations of IT units and threats, the requirement
analysis reaches a high degree of complexity even for small and medium-sized
organisations. For realizing the IT security conception, the requirements have to
be assigned to the relevant organizational units in an effective and transparent
way. The system must support the comparison of typical situations and assigned
requirements. In the realisation phase, it must also allow the integration of ex-
isting directives and checklists. The verification of the obtained security level
requires visualization of the obtained level for different classes of IT units, and
support for uncovering inconsistencies. These operative tasks determine directly
the requirements for the IT security management tool:

1. The tool has to provide a data model and means of its administration for
the requirement analysis, i. e., the construction of IT units and the registra-
tion of threats, and for the realization, i.e., the assignment of requirements,
directives, and checklists.

2. For revision, the underlying IT security management catalogue must be ex-
tendable or replacable.

3. For constitution and maintenance of the data, as well as for the analysis and
control of the actual level of security, a graphical user interface is needed.

NaviCoN GESELLSCHAFT FUR BEGRIFFLICHE WISSENSVERARBEITUNG MBH
and 7 security engineering ag have developed an IT security management tool
to fit these needs. The tool is based on the management system TOSCANA
for Conceptual Information Systems which has been developed at the Technis-
che Universitat Darmstadt. TOSCANA and its underlying mathematical theory,
Formal Concept Analysis, are introduced in the next section. The IT security
management tool is presented in Section 4.

3 Formal Concept Analysis and TOSCANA

The philosophical understanding of a concept as a unit of thought constituted by
its extension and its intension has been influential to the western culture from the
seventeenth century until today (cf. [29]). For instance, the German Industrial
Standards DIN 2330 “Begriffe und Benennungen” and DIN 2331 “Begriffsysteme
und ihre Darstellung” are based on this understanding of concepts. Let us recall
that the extension of a concept comprises all objects belonging to the concept
while the intension (comprehension) grasps all attributes (properties, meanings)
of those objects.

For allowing a mathematical description of extensions and intensions, Formal
Concept Analysis always starts with a formal context defined as a triple (G, M, I)
where G is a set of (formal) objects, M is a set of (formal) attributes, and I is
a binary relation between G and M (i.e. I C G x M); in general, gIm (&
(g,m) € I) is read: “the object g has the attribute m”(cf. [7]). In Figure 1,
a formal context (taken from [6]) is described by a table in which the crosses



S3.16 Briefing personnel on the operation of answering machines

S2.54 Procurement/selection of suitable answering machines
S4.38 Deactivation of unneccessary service features

S2.55 Use of security code
S2.57 Regular playback and deletion of recorded messages

S2.11 Provisions governing the use of security codes
S2.58 Limitation of message time

S2.56 Avoidance of confidential information
S4.39 Deactivation for periods of absence
S6.40 Regular battery checks/replacements

S2.4 Maintenance/repair regulations

S1.23 Locked doors
X|[S1.29 Adequate siting of an IT system

T1.8 Dust, soiling

T2.1 Lack of, or insufficient, rules

T2.5 Lack of, or inadequate, maintenance
T2.6 unauthorized access to rooms requiring protection ||
T3.15 Incorrect operation of answering machines

T4.1 Disruption of power supply

T4.18 Discharged or fatigued emergency power supply
T4.19 Information loss due to full storage medium
T5.36 Deliberate overloading of answering machines
T5.37 Determining security codes

T5.38 Misuse of remote inquiry features

XX
X
X

X

X
X
X

X
XXX XX
X

XX

Fig. 1. A formal context concerning a telephone answering machine

represent the binary relation I between the object set G (comprising the threats
concerning a telephone answering machine) and the attribute set M (consisting
of safeguards to prevent those threats). A formal concept of a formal context
(G, M, I) is defined as a pair (A, B) with A C G and B C M such that (4, B) is
maximal with the property A x B C I; the sets A and B are called the extent and
the intent of the formal concept (A, B). The subconcept-superconcept-relation
is formalized by

(Al,Bl) < (AQ,BQ) <= A - As (C> B D Bg).

The set of all formal concepts of a formal context (G, M, I) together with the or-
der relation < is always a complete lattice, called the concept lattice of (G, M, I)
and denoted by B(G, M, I). Figure 2 visualizes the concept lattice by a (labeled)
line diagram. In a line diagram of a concept lattice, the name of an object ¢ is al-
ways attached (from below) to the little circle representing the smallest concept
with ¢ in its extent (denoted by ~vg); dually, the name of an attribute m is always
attached (from above) to the little circle representing the largest concept with
m in its intent (denoted by wm). This labelling allows us to read the context
relation from the diagram because gIm <= yg < pum, in words:



S4.39 Deactivation for periods of absence] / \ [s254 P of suitable answering machines]
|

' ‘52.57 Regular playback and deletion of recorded

T4.1 Disruption of power supply|

S3.16 Briefing personnel on the operation of answering

S2.4 Maintenance/repair regulations

‘52.11 Provisions governing the use of security codes‘

[S1.29 Adequate siting of an IT system

T1.8 Dust, soiling|

$4.38 D of service features)|
[74.19 Information loss due to full storage medium|
‘52.56 Avoidance of confidential |mormauon‘
[56.40 Regular battery ct
‘TZ.S Lack of, or maintenance -
[72.6 unauthorized access to rooms requiring protection|
74.18 Di d or fatigued power supply| . . - .
| 75.36 Deliberate overioading of answering machines|
T2.1 Lack of, or insufficient, rules
‘T5.38 Misuse of remote inquiry fealures‘
‘T3.15 Incorrect operation of machlnes‘

Fig. 2. The concept lattice of the context of Figure 1

the object g has the attribute m if and only if there is an ascending path
from the circle representing g to the circle representing ym.

The extent and intent of each concept (A, B) can also be recognized because
A={geG|rg<(AB)}and B={me M| (A,B) <pum} .

For example, the little circle in the line diagram of Figure 2 labelled with “S/.39
Deactivation of answering machines for periods of absence” represents the for-
mal concept with the extent {“T3.15 Incorrect operation of answering machines”,
“T5.36 Deliberate overloading of answering machines”, “T.5.38 misuse of remote
inquiry features” } and the intent {“S2.54 Procurement/selection of suitable an-
swering machines”, “S.4.39 Deactivation of answering machines for periods of
absence” }.

Graphically represented concept lattices are useful in discovering and under-
standing conceptual relationships in given data. Therefore the development of
“Conceptual Information Systems” may use concept lattices as query structures
for databases. Such interplay of concept lattices and databases has already been
designed in the theory of conceptual data systems. A conceptual data system con-
sists of a (relational) database and a conceptual scheme. A conceptual scheme
is a collection of formal contexts, called conceptual scales, together with line
diagrams of their concept lattices; such systems are implemented with the man-
agement system TOSCANA (see [21],[13],[28]). For a chosen conceptual scale,
TOSCANA presents a line diagram of the corresponding concept lattice indicat-
ing all objects stored in the database in their relationships to the attributes of
the scale. For instance, the formal context in Figure 1 is an example of a concep-
tual scale taken from the data presented in the IT Baseline Protection Manual
of the Bundesamt fiir Sicherheit in der Informationstechnik [6]. A TOSCANA
system based on the data in [6] (as discussed in [22]) would show, after choosing
that scale, the appertaining lattice diagram in Figure 2.

The power of a TOSCANA system lies in the possibility to refine a presented
concept lattice by another one so that one obtains either a nested line diagram of
a combination of both lattices (see Figure 5 in Section 4) or a line diagram of the
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S4.5 Logging of PBX administration jobs

S$2.4 Maintenance/repair regulations

[S1.2 Regulations governing access to distributors

[[52.17 Entry regulations and controls|

[51.22 Physical protection of lines and distributors|
<

‘52.16 Supervising or escorting outside staff/visitors|

S4.6 Review of the PBX configuration|

‘83,10 Selection of a trustworthy administrator and his subsmule‘

S4.7 Change of preset passwords|

[54.8 Protection of the PBX operator's console]

‘55.14 Shielding of internal remote

‘31.12 Avoidance of references to the location of building parts requiring protection|

I S$1.23 Locked doors

[51.13 Layout of building pars requiring protection

‘53 12 Informing of all staff members about possible PBX warning s\gnals‘

[51.30 Screening of data carriers containing data on telecommunications charges]

[53.13 Increasing staff awareness of potential threats to the PBX|
[54.10 Password protection for PBX terminal{S4.12 Disabling of

‘53.11 Training of s

‘52.26 Designation of an administrator and his deputy‘
|

pVEED ° N

S6.29 PBX base line for emergency call (optional)|

I ‘T3.6 Threat posed by cleaning staff or outside staff|

‘TZ,B Unauthorized access to rooms requiring protection

S2.28 of external advisory services

[S1.9 Fire sealing of trays]

‘SG 26 Regular backup of PBX configuration data

T5.16 Threat posed by internal staff during maintenance/administration work[

‘T5v17 Threat posed by external staff during maintenance work‘

“ 52.27 Dispensing with remote maintenance of the PBX (optional

ASG.]O Contigency plans for breakdown of data lransmlsslon‘
U $6.28 Agreement on the deadlines for "vital" PBX units (opllona\)‘

uction of IT equipment or 1

‘75_1 Manipt

$2.40 Timely involvement of staffffactory council

T5.12 tion of telephone calls and data

‘Ts.ll Loss of confidentiality of data stored in PBX

T5.13 Eavesdropping in rooms‘

[51.25 Overvaltage protection (optional)

[s1.27 Air conditioning (optional)]

[51.28 Local uninterruptible power supply]




second refining a chosen concept of the first. If for instance the study of Figure 2
leads to the assignment of directives and checklists for maintenance and repair
regulations (S2.4), it would be advisible to consider maintenance and repair
of other facilities such as telecommunication systems; this can be supported by
Figure 3 obtained by zooming into the node labelled by S2.4 with the conceptual
scale “Telecommunication Systems (Private Branch Exchange)”. The concept
lattice in Figure 3 indicates how rich the combinations of necessary safeguards are
for preventing threats to telecommunication systems against which maintenance
and repair is needed. Our small example may give already an idea how conceptual
information systems developed with TOSCANA allow highly flexible processes
of analysis and retrieval in respecting the open and procedural nature of human
thinking (cf. Section 1); these processes are not restricted because the zooming
procedure potentially enables to navigate through the whole database (cf. [31]).

4 A Conceptual Information System for IT-Security
Management

The IT Baseline Protection Manual of the Bundesamt fiir Sicherheit in der In-
formationstechnik provides safeguards against threats for generic components of
an IT system. For the implementation of a security concept in an organization
or company, the safeguards have to be transformed in more specific directives
and checklists. Therefore, NAVICON GESELLSCHAFT FUR BEGRIFFLICHE WIs-
SENSVERARBEITUNG MBH and 7° security engineering ag have developed an IT
security management tool which provides a higher level of detail. Its basic data
model is given in Figure 4. The model consists of three major parts: The IT
Security Management Catalogue comprises a generic company independent cat-
alogue of threats and related safeguards, which can be extended by company
specific facts.

IT Units represent the relationship between the company specific IT processes
and the organizational units with regard to the used IT resources. The third
part provides directives and checklists which are assigned to the IT units with
respect to the requirements.

The data model is implemented in a relational database. Its implementation
and maintenance is done via a Graphical User Interface which is based on ANA-
CONDA, a preparation tool for Conceptual Information Systems. The data are
analysed by the management system TOSCANA. It provides the visualization of
relationships between the conceptual scales by nested line diagrams and allows
an on-line navigation through the whole database. The conceptual scheme which
is needed by TOSCANA is generated and updated by ANACONDA.

We describe how TOSCANA supports IT security analysis by means of an
example. Figure 5 shows a nested line diagram which is composed by the three
conceptual scales ‘Existence of directives’, ‘Key Control’ and ‘Faults’. When we
first have a look at the large left ellipse of the diagram, then we see that there
are 1 + 3+ 4+ 2 = 10 requirements for which there are no directives formulated
at the moment (‘Mafinahme nicht vorhanden’ = directives not existent). Two of



IT security managment catalogue Company-dependent structure

for requirement analysis

Organizational
Units

[lT Ressou rces}

Requirements

IT Processes

IT Units

Structuring the
requirements

Directives
Checklists Realization
+ Control

Reviews
Audits

Fig. 4. The data model of the IT security management tool

them are key control, i. e., requirements which are considered as very important.
Hence, for these two requirements, directives and checklists should be provided
immediately, while the other requirements can be regarded later.

But also for key control requirements where directives are already present,
one has to verify if they are appropriate. There are 1+14+2+9+2+3 = 18 such
requirements which can be found in the rightmost medium-sized ellipse which
is determined by the attributes ‘Mafinahme vorhanden’ (= directives existent)
and ‘Key Control’. By drill-down into this ellipse, we obtain Figure 6. Here we
can see in more detail how these requirements are distributed with regard to
different types of faults. For instance, all requirements assigned to ‘Human Re-
sources’ are related to ‘Faults’, ‘Human failures’ and ‘Organizational Shortcom-
ings’. Since we have zoomed into the rightmost ellipse of Figure 5 (Mafinahme
vorhanden) we know that there are directives and checklists provided. By clicking
on ‘Mafinahme anzeigen’ (= show directives), we can switch to the GUI based
on ANACONDA where we obtain more information about these directives. The
directives assigned to Human Resources include for instance regulations about
security check procedures and immediate deleting of accounts when employees
leave the company.

Concluding this section, we discuss to what extent the system requirements
provided by Brachman et al. (cf. Section 1) are fulfilled by the IT security man-
agement tool.

1. The entities of the data model (threats, requirements, IT resources, organi-
zational units, etc.) reflect the way IT security experts see their organization.
By differentiating these entities in conceptual scales, they can be activated
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Key Control
Gefahren - Faults

Warnahme nicht varhanden Magnahme wohanden

Fig. 5. Analysis of existing directives

in ad hoc queries. One remaining difficulty is that, in the present state, one
entity type has to be chosen in advance as object type (in the formalization
of Formal Concept Analysis). The extension of the theory in order to provide
more flexibility in this aspect is in progress.

2. Categorical structures are described by conceptual scales which can be added
to the system at any time. Even during the analysis process, new insights
may give rise to further conceptual scales. In the case of the IT security
tool, in order to create a new conceptual scale, it is sufficient to select the
attributes describing these categories; the conceptual scale is then automat-
ically derived from the present data by ANACONDA.

3.4+ 4. The possibility of combining arbitrary conceptual scales provides an al-
most unlimited multitude of conceptual segmentations and patterns which
offer each different views on the data.

5. At the moment, monitoring changes over time is not implemented in the
IT security management system. However, one could extend the data model
by time stamps which indicate the moment of introducing new directives,
and provide a conceptual scale covering this temporal aspect. This is im-
plemented in other applications of Conceptual Information Systems, for in-
stance in a system for monitoring an incineration plant ([9]).
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Fig. 6. Zooming into the rightmost concept of the nested line diagram in Figure 5

6. The transparency of the analysis process is asserted by the fact that ag-
gregation is only performed by set union. Hence all information about the
individual objects is obtainable at all time.

TOSCANA offers to the user a history drill- down. It lists the attributes to
which the actual concept is restricted. A global history tracing the overall
analysis process is not implemented at the moment.

7. Background knowledge of domain experts is represented in the structure
of the conceptual scales in which the experts have explicitly coded formal
aspects of their knowledge. The connection to implicit background knowledge
is activated by the semantics of the attributes in the conceptual scales.

8. By visualizing the distribution of objects over related concepts, line diagrams
are more appropriate than single numerical values (such as averages and
standard deviations) to support the communication between experts and
users.

Overall, Conceptual Information Systems offer conceptually shaped landscapes
of structurally coded knowledge allowing diverse excursions, during which a
learning process yields an increasingly better understanding of the domain
(cf. [31]). The graphical representation of interesting parts of the landscape,
in particular, supports intersubjective communication and argumentation.



5 Further Developments

Conceptual information systems have been developed up to now based on the
management system TOSCANA. They have been implemented for many pur-
poses in different research areas, but also on the commercial level. Their range
covers a variety of tasks and applications for which the human-centered view is
dominant. For instance, TOSCANA information systems have been established
for analyzing data of children with diabetes [21], for investigating international
cooperations [11], for ezploring laws and regulations in civil engineering [13], for
retrieving books in a library [12], [19], for assisting engineers in designing pipings
[27], for inquiring flight movements at Frankfurt Airport [10], for inspecting the
control system of an incineration plant [9], for developing qualitative theories in
music esthetics [15], for studying semantics of speech-act verbs [8], for examining
the medical nomenclature system SNOMED [20], for controlling the customer
database of a mail-order company [16] etc.

Further research aims at developing conceptual information systems by ex-
tending the functionalities that are available by the management system TOS-
CANA. Conceptual information systems may be understood as On-Line Analy-
tical Processing (OLAP) tools [24]. The conceptual scales can roughly be seen
as dimensions of a multi-dimensional data cube. The zooming in one of the con-
cepts of a scale corresponds to ‘slicing’ the data cube. ‘Dicing’ and ‘Drill-Down’
are also supported. Another direction of research is concerned with extending
the logic-based components. Since Formal Concept Analysis and Description Log-
ics are closely related and have similar purposes (cf., e. g., [5], [25]), first steps
in integrating both theories have been made ([1], [23], [3], [17]). Furthermore,
the extension of Formal Concept Analysis to “Contextual Logic” (see [30], [18])
allows to integrate developments in the field of Conceptual Graphs. For hybrid
information processing, an extension of TOSCANA information systems is pro-
jected by incorporating statistical and computational components [26]. All this
indicates a promising development of extending TOSCANA information systems
toward a wider range of applications.
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